C.E.R.T.0. byAcquisizioniForensi

FORENSIC ACQUISITION REPORT

Web Page

Acquired URL https://certo.acquisizioniforensi.com/demo/
Domain certo.acquisizioniforensi.com

Acquisition Code 2e089745-bd9e-4561-9e3d-1696768504d0
Acquisition Date 2026-09-28 17:34:02 GM +2

Duration Om 27s

First Name / Last Name Giovanni Carrieri

Username giovannicarrieri (ID 1)

Email / PEC email@acquisizioniforensi.it / n/d

Business Name Giovanni Carrieri

Tax Code / VAT Number CRRGNN75M26C136Q / 07669810728

Scope mode Domain and subdomains

Declared object Sample page acquisition

Declared method Viewport and full-page screenshot + DOM HTML snapshot + Referenced

resources + Network HAR + Session video + WACZ replay archive + Timestamp
Public TSA RFC 3161 (Sectigo/DigiCert/GlobalSign)
Declaration moment 2026-09-28 17:33:58 (UTC+02:00)
Scope declaration made by the operator BEFORE starting the acquisition. The «Declaration moment» is the local time
recorded when the declaration was made (not the time of the documented fact).

| C.E.R.T.0. v3.3.1 — 2026-09-28T17:34:07.167+02:00 -1D: - URL: isizionit i.
RGO —m— > @ sarre | Sror (]
C.E.R.T.O.

English
Pagina dimostativa

Una pagina fatta apposta per essere acquisita

Questa pagina serve a produrre i fascicoli dimostrativi di C.E.R.T.0.: cio che vedi qui & cio che troverai nel
fascicolo, e chiunque pubd verificarlo.

Versione della pagina: A

Il contenuto & di AcquisizioniForensi.it & non contiene dati personali. Testi, immagine, documento e video
sono di prova: non descrivono fatti, persone o offerte reali.

Un annuncio di esempio

49,00 €
Voce Valore
Codice articolo DEMO-ART-0001
Tempi di consegna 3 giorni lavorativi
Pubblicato il 28/09/2026

© INSCOPE  Domain + subdomains — certo.acquisizioniforensi.com  Pages:1/10

C.ER.T.O. v3.3.1 — 2026-09-28T17:34:07.167+02:00 -1D: -URL:

URL: https://certo.acquisizioniforensi.com/demo/

File name: pages/001_certo.acquisizioniforensi.com_7e721598/screenshots/screen_1_2026-09-28_15-34-07-077.jpeg - Size: 2
15.0 KB

MD5: 975012c83aa8401a734e26648041339

SHA-1: b068c12f40931d2b929008c725d10cc6247c97a8

SHA-256: €668af654f1lac7d6e750f897ddf fca47015eafebd4951ceeelb2817a99ae38el

Generated by C.E.R.T.O. ver. 3.3.1 on 28/09/2026, 17:34 CET — 28/09/2026, 15:34 UTC - certo.acquisizioniforensi.com 1/23



C.E.R.T.0. byAcquisizioniForensi

| pe Acquisition Information

Acquired URL https://certo.acquisizioniforensi.com/demo/
Domain certo.acquisizioniforensi.com

Remote Server IP 77.37.83.187

Acquisition Code 2e089745-bd9e-4561-9e3d-1696768504d0

| @ server and content delivery network

Acquired host certo.acquisizioniforensi.com
Contacted address 77.37.83.187

observed by the browser during the connection
Content delivery network (CDN) Hostinger hCDN — conclusive identification
Edge node srv-edge4
Origin server not observable from this capture point

this is precisely what an interposed CDN conceals: the contacted address is the edge node, not the origin
server

DNS A records 77.37.83.145, 91.108.98.80

DNS AAAA records 2002:4780:32:29f:d417:3348:b9%e4:188e, 2a02:4780:23:bebb:a9fc:4c40:4731:4d12
DNS records measured at 2026-09-28T15:34:39.060Z

DNS discrepancy the contacted address does not appear among the A records: the name resolves to a rotating

set of addresses, and the two measurements were taken at different moments

Signals detected

e header x-hcdn-request-id: c9f8e7dc73402d834ff11d4b5f692c2b-srv-edge4
¢ header x-hcdn-cache-status: DYNAMIC

e header x-hcdn-upstream-rt: 0.075

e server: hcdn

The contacted address is a datum observed during the capture and can be verified in network/network.har (serverlPAddress field). The DNS records and
the signals can be verified in network/dns-lookup.txt and network/http-headers.txt.

® Acquired Pages (1)

One row per page actually acquired (with a dedicated pages/NNN_domain_path/ sub-directory); the same URL visited multiple times is
listed only once. Hybrid strategy: viewport and DOM captured in real time at the moment of the visit; fullpage captured post-hoc at the end of
the acquisition (temporal drift noted for each page).

# Status URL Sub-directory / Artifacts
1 m Pagina dimostrativa — C.E.R.T.O. pages/@01_certo.acquisizio
https://certo.acquisizioniforensi.com/demo/ niforensi.com_7e721598
visited: 2026-09-28T15:34:02.543Z viewport v - DOM v - fullpage v

(4 sect, drift 42s)

O Time Information

Start (UTC) 2026-09-28 15:34:02
Navigation end (UTC) 2026-09-28 15:34:30
Start (Europe/Rome) 2026-09-28 17:34:02 GM +2

Navigation end (Europe/Rome) 2026-09-28 17:34:30 GM +2

Generated by C.E.R.T.O. ver. 3.3.1 on 28/09/2026, 17:34 CET — 28/09/2026, 15:34 UTC - certo.acquisizioniforensi.com. 2/23



C.E.R.T.0. byAcquisizioniForensi

Session Duration Om 27s

O Time Synchronization (NTP)

NTP Server time.google.com

Synchronized Yes

System Offset 14 ms

NTP Round-trip 65 ms

Assessment Clock synchronized (3/3 sources, consensus offset: 14ms, max dev.: 17ms)

| @ Client Network Information

LAN IP 192.168.1.20
Public IP 93.67.184.82
Gateway 192.168.1.1

@ Captured Screenshots (10 total)

Viewport Screenshots (6)

Screenshot 1 — Viewport
215.0 KB » pages/001_certo.acquisizioniforensi.com_7e721598/screenshots/screen_1_2026-09-28 15-34-07-077 .jpeg

‘ C.E.R.T.O. v3.3.1 — 2026-09-28T17:34:07.167+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-16967 - URL: https:, isizioni i, ‘
I « } @ https:j/certo.acquisizioniforensi.com/demo/ -> 0 Screensho [ -] I
C.E.R.T.O.

English

Pagina dimostrativa

Una pagina fatta apposta per essere acquisita

Questa pagina serve a produrre i fascicoli dimostrativi di C.E.R.T.O.: cid che vedi qui & cid che troverai nel
fascicolo, e chiunque pud verificarlo.

Versione della pagina: A

Il contenuto & di AcquisizioniForensi.it e non contiene dati personali. Testi, immagine, documento e video
sono di prova: non descrivono fatti, persone o offerte reali.

Un annuncio di esempio

Servizio fittizio «Revisione documentale standard».

49,00 €
Voce Valore
Codice articolo DEMO-ART-0001
Tempi di consegna 3 giorni lavorativi
Pubblicato il 28/09/2026

0 INSCOPE Domain + subdemains — certo.acquisizieniforensi.com B Pages: 1/10

C.E.R.T.O. v3.3.1 — 2026-09-28T17:34:07.167+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https://certo.

MD5 975012c83aa8401a7134e26648041339 - SHA-1 b068c12f40931d2b929008c725d10cc6247c97a8
SHA-256 €668af654flac7doe?750f897ddffca47015eafebd4951ceeelb2817a99ae38el

Generated by C.E.R.T.O. ver. 3.3.1 on 28/09/2026, 17:34 CET — 28/09/2026, 15:34 UTC - certo.acquisizioniforensi.com 3/23



C.E.R.T.0. byAcquisizioniForensi

Screenshot 2 — Viewport
214.3 KB » pages/001_certo.acquisizioniforensi.com_7e721598/screenshots/screen_2_2026-09-28_15-34-09-718.jpeg

‘ C.E.R.T.O. v3.3.1 — 2026-09-28T17:34:09.806+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https:/icerto. isizioni i ‘

« a /] acquisizioniforensi. / > @ Stop Acquisition o

C.E.R.T.O.

Pagina dimostrativa

English

Una pagina fatta apposta per essere acquisita

Questa pagina serve a produrre i fascicoli dimostrativi di C.E.R.T.O.: cid che vedi qui & cid che troverai nel
fascicolo, e chiunque puo verificarlo.

Versione della pagina: A

Il contenuto & di AcquisizioniForensi.it e non contiene dati personali. Testi, immagine, documento e video
sono di prova: non descrivono fatti, persone o offerte reali.

Un annuncio di esempio

Servizio fittizio «Revisione documentale standard».

49,00 €
Voce Valore
Codice articolo DEMO-ART-0081
Tempi di consegna 3 giorni lavorativi
Pubblicato il 28/09/2026
0 INSCOPE Domain + subdomains — certo.acquisizioniforensi.com B Pages: 1/10
C.ER.T.O.v3.3.1— 2026-09-28T17:34:09.806+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https:/icerto. isizionif i Id /
MD5 15ee02776ea73b2ac45c5d33b9dab476 - SHA-1 78a26dlal7c99ab23dc3451add5ed5b67555d447

SHA-256 3d4ae19140f433948b5aedc5b7b5f0786f38cdf@df46falbabcdb9el9baedf2d

Generated by C.E.R.T.O. ver. 3.3.1 on 28/09/2026, 17:34 CET — 28/09/2026, 15:34 UTC - certo.acquisizioniforensi.com 4/23



C.E.R.T.0. byAcquisizioniForensi

Screenshot 3 — Viewport
264.6 KB » pages/001_certo.acquisizioniforensi.com_7e721598/screenshots/screen_3_2026-09-28_15-34-12-861.jpeg

‘ C.E.R.T.O.v3.3.1 —2026-09-28T17:34:12.961+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https://certo. isizioni i ‘

Otto secondi, con una traccia audio di prova (un tono a 440 Hz).

File scaricabili e loro impronte

Accanto a ogni file ¢'& la sua impronta SHA-256, calcolata sul file pubblicato. Dopo l'acquisizione la stessa
impronta si ritrova nel fascicolo: & il modo piu semplice per vedere che il file acquisito & identico a quello
pubblicato.

reperto-demo.jpg — Immagine di prova (JPEG, con metadati EXIF), 154.043 byte
SHA-256 la2laeaB9076f82eb6e@921f68d90e3cdbca50822409ac166df5093689d6c59b

documento-demo.pdf — Documento di prova (PDF, una pagina), 1.244 byte
SHA-256 47d0606199618af324e4b1366c517ed5eaBbof5b01£337a234c688915aaeceda

video-demo.mp4 — Video di prova (MP4, 8 secondi, con audio), 508.559 byte
SHA-256 @B17cc7f06c1782280bd234a7 fefbac2299ba7aa33b2247eeb57d765¢2534dd1

Che cosa si puo verificare nel fascicolo

1. Che l'indirizzo acquisito € questo, e il certificato TLS del sito.

2. ll testo della pagina, le schermate e l'archivio WACZ navigabile offline.

3. Le impronte dei file qui sopra, uguali a quelle pubblicate.

4. La firma del fascicolo e le marche temporali RFC 3161, verificabili senza C.E.R.T.O.

Pagina dil iva di AcquisizioniForensi.it - certo. isizioni i.com

0 INSCOPE Domain + subdom certo.acquisizi

C.E.R.T.O.v3.3.1 —2026-09-28T17:

B Pages: 1/10

:12.961+02:00 (Europe/Rome) - ID: 26089745-bd9e-4561-9e3d-1696768504d0 - URL: https:/icerto.acquisizioniforensi.com/demol

MD5 28fad87d894376c0d39b09af898f86b4 - SHA-1 6fef3c673aa555f21738d34c6a7191ea35elb0e8
SHA-256 1fb228918e7ae6da24aalcafaa5d72f5f1f1d322f889dcdddbff775fb11763fa

Generated by C.E.R.T.O. ver. 3.3.1 on 28/09/2026, 17:34 CET — 28/09/2026, 15:34 UTC - certo.acquisizioniforensi.com 5/23



C.E.R.T.0. byAcquisizioniForensi

Screenshot 4 — Viewport
229.3 KB ¢ pages/001_certo.acquisizioniforensi.com_7e721598/screenshots/screen_4_ 2026-09-28 15-34-15-916.jpeg

‘ C.E.R.T.0. v3.3.1 — 2026-09-28T17:34:16.007+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https://certo. isizioni i ‘

| <« ‘ a /e acquisizioniforensi / - @ Stop Acquisition @® Abort ‘

L'immagine porta metadati EXIF (autore, copyright, descrizione, data): nel fascicolo compaiono fra | metadati estratti.

2]

Un video

C.E.R.T.O0. — REPERTO DIMOSTRATIVO

Immagine di prova - Demo evidence image

CAMPIONE 1 CAMPIONE CAMPIONE 3 CAMPIONE 4

> 0:00/0:08

Otto secondi, con una traccia audio di prova (un tono a 440 Hz).

File scaricabili e loro impronte

0 INSCOPE Domain + subdomains — certo.acquisizionifores B Pages: 1/10

C.E.R.T.0.v3.3.1 — 2026-09-28T17:34:16.007+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https://certo.

MD5 28f412ec146c3e972b741bb@43c42ead - SHA-1  a59b5961390a5193221d234f5df83cb7c9e234c7
SHA-256 94c3aa99dfe24alffde68fbl176378fe@0@b4526916e415c8284c36d571210e37a

Generated by C.E.R.T.O. ver. 3.3.1 on 28/09/2026, 17:34 CET — 28/09/2026, 15:34 UTC - certo.acquisizioniforensi.com 6/23



C.E.R.T.0. byAcquisizioniForensi

Screenshot 5 — Viewport
226.9 KB ¢ pages/001_certo.acquisizioniforensi.com_7e721598/screenshots/screen_5 2026-09-28 15-34-19-026.jpeg

‘ C.E.R.T.O.v3.3.1 —2026-09-28T17:34:19.121+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https://certo. isizioni i ‘
| <« ‘ a /e acquisizioniforensi / { - @ Stop Acquisition @® Abort ‘

Un'immagine

2]

C.E.R.T.O0. — REPERTO DIMOSTRATIVO

Immagine di prova - Demo evidence image

CAMPIONE 1 CAMPIONE 2 CAMPIONE 3 CAMPIONE 4

der

nal data

L'immagine porta metadati EXIF (autore, copyright, descrizione, data): nel fascicolo compaiono fra | metadati estratti.

Un video

C.E.R.T.0. — REPERTO DIMOSTRATIVO

0 INSCOPE Domain + subdomains — certo.acquisizioniforensi.com B Pages: 1/10

C.ER.T.0.v3.3.1 — 2026-09-28T17:34:19.121+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https://certo.

MD5 5eaf9982a5989a3c842787f4ddd483cd - SHA-1 06be8fe8274c6b2750687e96572095e57223¢c31d
SHA-256 05bafb2f8757d88a33506a4a6619a3e887cc9405faefbf262flea34bedd38b32

Generated by C.E.R.T.O. ver. 3.3.1 on 28/09/2026, 17:34 CET — 28/09/2026, 15:34 UTC - certo.acquisizioniforensi.com 7123



C.E.R.T.0. byAcquisizioniForensi

Screenshot 6 — Viewport
214.1 KB » pages/001_certo.acquisizioniforensi.com_7e721598/screenshots/screen_6_2026-09-28_15-34-21-607 .jpeg

‘ C.E.R.T.O.v3.3.1 —2026-09-28T17:34:21.691+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https://certo. isizioni i ‘

C.E.R.T.O.

Pagina dimostrativa

English

Una pagina fatta apposta per essere acquisita

Questa pagina serve a produrre i fascicoli dimostrativi di C.E.R.T.O.: cid che vedi qui & cid che troverai nel
fascicolo, e chiunque puo verificarlo.

Versione della pagina: A

Il contenuto & di AcquisizioniForensi.it e non contiene dati personali. Testi, immagine, documento e video
sono di prova: non descrivono fatti, persone o offerte reali.

Un annuncio di esempio

Servizio fittizio «Revisione documentale standard».

49,00 €
Voce Valore
Codice articolo DEMO-ART-0081
Tempi di consegna 3 giorni lavorativi
Pubblicato il 28/09/2026
0 INSCOPE Domain + subdomains — certo.acquisizioniforensi.com B Pages: 1/10
C.E.R.T.0.v3.3.1 — 2026-09-28T17:34:21.691+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https:/icerto. isizionif i Id /
MD5 6efc6a2af5a6b1c94b75f29b9fb6598e - SHA-1 efa69bb49763d3ba3el9472bad2e01919dea9351

SHA-256 677760a9371b817a4d79455c1c16dcf9b40347b561af6889eb5f5c7d2d8f2da3

Generated by C.E.R.T.O. ver. 3.3.1 on 28/09/2026, 17:34 CET — 28/09/2026, 15:34 UTC - certo.acquisizioniforensi.com 8/23
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Full Page Screenshots (4)

Screenshot 1 — Full Page
179.3 KB « pages/001_certo.acquisizioniforensi.com_7e721598/screenshots-fullpage/fullpage_1.jpeg

‘ C.E.R.T.O. v3.3.1 — 2026-09-28T17:34:49.196+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-16967 - URL: https:,

C.E.R.T.O.

Pagina dimostrativa

English

Una pagina fatta apposta per essere acquisita

Questa pagina serve a produrre i fascicoli dimostrativi di C.E.R.T.O.: cid che vedi qui & cid che troverai nel
fascicolo, e chiunque pud verificarlo.

Versione della pagina: A

Il contenuto & di AcquisizioniForensi.it e non contiene dati personali. Testi, immagine, documento e video
sono di prova: non descrivono fatti, persone o offerte reali.

Un annuncio di esempio

Servizio fittizio «Revisione documentale standard».

49,00 €
Voce Valore
Codice articolo DEMO-ART-0001
Tempi di consegna 3 giorni lavorativi
Pubblicato il 28/09/2026

‘ C.E.R.T.O. v3.3.1 — 2026-09-28T17:34:49.196+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https:/icerto.

MD5 24ed97594422e38ffbd1111a105719f3 - SHA-1 9c532a39afc23d77112fe81041bb9a6c906c43e2
SHA-256 c7fe280e2354fba764d856792d1d27640cfdc4ch5028c45cc38b56dldbcdaecs

Generated by C.E.R.T.O. ver. 3.3.1 on 28/09/2026, 17:34 CET — 28/09/2026, 15:34 UTC - certo.acquisizioniforensi.com 9/23
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Screenshot 2 — Full Page
203.7 KB ¢ pages/001_certo.acquisizioniforensi.com_7e721598/screenshots-fullpage/fullpage_2.jpeg

‘ C.E.R.T.0. v3.3.1 — 2026-09-28T17:34:49.251+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https://certo. isizioni i.cC

Garanzia: se il servizio non viene consegnato nei tempi indicati, il prezzo & rimborsato per intero.

Questo riquadro cambia fra la versione A e la versione B della pagina: prezzo, tempi di consegna e
presenza della garanzia. Serve a mostrare che cosa rileva il modulo Confronto fra due acquisizioni.

Un'immagine

C.E.R.T.O0. — REPERTO DIMOSTRATIVO

Immagine di prova - Demo evidence image

CAMPIONE 1 CAMPIONE 2 CAMPIONE 3 CAMPIONE 4

onal data

L'immagine porta metadati EXIF (autore, copyright, descrizione, data): nel fascicolo compaiono fra i metadati estratti.

‘ C.E.R.T.0. v3.3.1 — 2026-09-28T17:34:49.251+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: | M isizionif i Id /

MD5 8a2c2587087a12a89f3ef49bdf29f2d6 - SHA-1 6f8e803b487851b86b2390be@a86824363d1a63e
SHA-256 0225454fcd034f167fcb@272cd5aaf4af4159dae759c845d4d6547186ba438d3

Screenshot 3 — Full Page
197.4 KB - pages/001_certo.acquisizioniforensi.com_7e721598/screenshots-fullpage/fullpage_3.jpeg

‘ C.E.R.T.0. v3.3.1 — 2026-09-28T17:34:49.301+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: | i isizionif: i Id /

Un video

C.E.R.T.0. — REPERTO DIMOSTRATIVO

Immagine di prova - Demo evidence image

CAMPIONE 1 CAMPIONE CAMPIONE 3 CAMPIONE 4

certo,acquisizionifor

Nes dato per

» 0:00/0:08

Otto secondi, con una traccia audio di prova (un tono a 440 Hz).

File scaricabili e loro impronte

Accanto a ogni file ¢'é la sua impronta SHA-256, calcolata sul file pubblicato. Dopo I'acquisizione la stessa
impronta si ritrova nel fascicolo: & il modo pil semplice per vedere che il file acquisito & identico a quello
pubblicato.

‘ C.E.R.T.O.v3.3.1 —2026-09-28T17:34:49.301+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https://certo.

MD5 90001bf20e3a@d1b@06e7365e50e36ce - SHA-1 5d595df4d72953fb220cdf1ff1f@311330e8feb2
SHA-256 4f080d6d3a2479d051164208cc6c67f5f0a5f3ela694c6064ed0104329b7b4ad

Generated by C.E.R.T.O. ver. 3.3.1 on 28/09/2026, 17:34 CET — 28/09/2026, 15:34 UTC - certo.acquisizioniforensi.com 10/23



C.E.R.T.0. byAcquisizioniForensi

Screenshot 4 — Full Page
230.5 KB « pages/001_certo.acquisizioniforensi.com_7e721598/screenshots-fullpage/fullpage_4.jpeg

‘ C.E.R.T.O.v3.3.1 —2026-09-28T17:34:49.376+02:00 (Europe/Rome) - ID: 2e089745-bd9e-4561-9e3d-1696768504d0 - URL: https://certo.

Otto secondi, con una traccia audio di prova (un tono a 440 Hz).

File scaricabili e loro impronte

Accanto a ogni file ¢'é la sua impronta SHA-256, calcolata sul file pubblicato. Dopo I'acquisizione la stessa
impronta si ritrova nel fascicolo: & il modo pil semplice per vedere che il file acquisito & identico a quello
pubblicato.

reperto-demo.jpg — Immagine di prova (JPEG, con metadati EXIF), 154.043 byte
SHA-256 1a21aeaB9876f82eb6e0921f68d90e3cdbca50822409ac166dF5093689d6c59h

documento-demo.pdf — Documento di prova (PDF, una pagina), 1.244 byte
SHA-256 d7d@6061996f8af324e4b1366c517ed5ea8b9f5b01f337a234c688915aaeceda

video-demo.mp4 — Video di prova (MP4, 8 secondi, con audio), 508.559 byte
SHA-256 @B17cc7f06c1782280bd234a7 fefbac2299ba7aa33b2247eeb57d765¢2534dd1

Che cosa si pué verificare nel fascicolo

1. Che l'indirizzo acquisito € questo, e il certificato TLS del sito.

2. ll testo della pagina, le schermate e l'archivio WACZ navigabile offline.

3. Le impronte dei file qui sopra, uguali a quelle pubblicate.

4. La firma del fascicolo e le marche temporali RFC 3161, verificabili senza C.E.R.T.O.

Pagina iva di A ioni i.it - certo. isizioni i.com
[ CERT.0.v3.3.1 — 2026-09-28T17:34:49.376+02:00 (Europe/Rome) - ID: 26089745-bd3e-4561-9e3d-16967 - URL: https:ficert
MD5 afleaa3164710f6531177df048f966b7 - SHA-1 clfbe702147a8bb29fa@42cf1a53f186d248e3e4

SHA-256 40dcabe@cf648c4e2a23845b21446d96e83ae5da9307d3267982472aa2eebb5f

A HTTP Headers

HTTP HEADERS REPORT

Acquisition Code: 2e089745-bd9e-4561-9e3d-1696768504d0
Generated: 2026-09-28T15:34:50.962Z

MAIN PAGE RESPONSE

REQUEST INFORMATION

URL: https://certo.acquisizioniforensi.com/demo/

Method: GET

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@0_15_7) AppleWebKit/537.36 (KHTML, like Gecko) acquisizioni-
forensi/3.3.1 Chrome/142.0.0.0 Safari/537.36

Timestamp: 2026-09-28T15:34:47.449Z

RESPONSE INFORMATION

Status Code: 200
Status Text: OK
Content-Type: text/html
Content-Length: 6762

HTTP RESPONSE HEADERS
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alt-svc: h3=":443"; ma=86400

content-encoding: br

content-security-policy: upgrade-insecure-requests
content-type: text/html; charset=utf-8

date: Mon, 28 Sep 2026 15:34:03 GMT

panel: hpanel

platform: hostinger

server: hcdn

x—-hcdn-cache-status: DYNAMIC

x-hcdn-request-id: c9f8e7dc73402d834ff11d4b5f692c2b-srv-edge4
x—-hcdn-upstream-rt: 0.075

x-robots—tag: noindex, nofollow

HTTP REQUEST HEADERS

Upgrade-Insecure-Requests: 1
User—Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@0_15_7) AppleWebKit/537.36 (KHTML, like Gecko) acquisizioni-
forensi/3.3.1 Chrome/142.0.0.0 Safari/537.36

COOKIES: No cookies were captured during the session.

4 DNS Lookup

DNS Lookup for certo.acquisizioniforensi.com
Timestamp: 2026-09-28T15:34:39.060Z

A Records (IPv4):
77.37.83.145
91.108.98.80

AAAA Records (IPv6):
2202:4780:32:29f:d417:3348:b9%e4:188e
2a02:4780:23:bebb:a9fc:4c40:4731:4d12

£  Traceroute

Traceroute to certo.acquisizioniforensi.com

Timestamp: 2026-09-28T15:34:42.526Z

Command: traceroute -I -q 1 -w 1 -m 20 certo.acquisizioniforensi.com
Status: Completed

Results:
1 192.168.1.1 (192.168.1.1) 1.110 ms

2 net-93-67-184-1.cust.vodafonedsl.it (93.67.184.1) 6.161 ms
3 %

4 x

5 83.224.40.226 (83.224.40.226) 12.306 ms

6 interlink-as5405.mix-it.net (217.29.67.221) 20.698 ms
7 interlink-as5405.mix-it.net (217.29.67.221) 21.101 ms
8 r2-zrhl-ch.as5405.net (94.103.180.93) 40.796 ms

9 r3-fral-de.as5405.net (94.103.180.6) 40.335 ms

10 r7-fral-de.as5405.net (94.103.180.76) 39.920 ms

11 r7-amsl-nl.as5405.net (94.103.180.85) 40.658 ms

12 r5-amsl-nl.as5405.net (94.103.180.65) 40.277 ms

13 45.153.83.45 (45.153.83.45) 43.116 ms
14 2.25.25.12 (2.25.25.12) 42.138 ms
15 %
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16 77.37.83.187 (77.37.83.187) 42.466 ms

Warnings:
traceroute: Warning: certo.acquisizioniforensi.com has multiple addresses; using 77.37.83.187
traceroute to certo.acquisizioniforensi.com (77.37.83.187), 20 hops max, 48 byte packets

Domain WHOIS

WHOIS lookup for acquisizioniforensi.com
Timestamp: 2026-09-28T15:34:39.1697Z

Domain Name: ACQUISIZIONIFORENSI.COM

Registry Domain ID: 2140857507_DOMAIN_COM-VRSN

Registrar WHOIS Server:

Registrar URL: http://www.hostinger.com

Updated Date: 2026-06-10T18:19:14Z

Creation Date: 2017-07-07T18:15:36Z

Registry Expiry Date: 2027-07-07T18:15:36Z

Registrar: HOSTINGER operations, UAB

Registrar IANA ID: 1636

Registrar Abuse Contact Email: abuse-tracker@hostinger.com

Registrar Abuse Contact Phone: +37064503378

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited

Name Server: NS1.DNS—PARKING.COM

Name Server: NS2.DNS—PARKING.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/
>>> Last update of whois database: 2026-09-28T15:34:28Z <<<

~

# SSL/TLS Certificates

certo.acquisizioniforensi.com

Subject CN=certo.acquisizioniforensi.com
Issuer YE2

Protocol TLS 1.3

Cipher AES_128 GCM

Key Exchange X25519MLKEM768

Serial Number 05390a9d85bff4ae7d9022fa4389c542f250
Valid From 2026-08-03 16:53:03

Valid To 2026-11-01 16:53:02

SAN DNS:certo.acquisizioniforensi.com
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| ®  system Information

SYSTEM INFORMATION REPORT

Acquisition Code: 2e@089745-bd9e-4561-9e3d-1696768504d0
Generated: 2026-09-28T15:34:50.9627
Report Version: 3.3.1 - 2026-09-28

OPERATING SYSTEM

SYSTEM IDENTIFICATION

Platform: darwin

0S Type: Darwin

0S Release: 27.0.0

0S Version: Darwin Kernel Version 27.0.0: Tue Aug 11 21:05:48 PDT 2026; root:xnu-13432.1.9~1/RELEASE_ARM64_T6041
Architecture: armé64

Hostname: Mac-mini.local

Endianness: LE

USER INFORMATION
Username: <utente>
User ID: 501

Group ID: 20

Home Directory: ~
Shell: /bin/zsh

SYSTEM DIRECTORIES

Home Directory: ~

Temp Directory: /var/folders/9x/wt_110910j95yx79ccd1lsr5h@000gn/T
Current Working Directory: /

App Data Path: ~/Library/Application Support/acquisizioni-forensi
App Documents Path: ~/Documents

App Desktop Path: ~/Desktop

HARDWARE INFORMATION

PROCESSOR INFORMATION

CPU Architecture: arm64
CPU Count: 12

CPU Model: Apple M4 Pro
CPU Speed: 2400 MHz

CPU CORES:
Core 0: 2400 MHz (Usage: 39.79
Core 1: 2400 MHz (Usage: 34.23
Core 2400 MHz (Usage: 27.35
Core 2400 MHz (Usage: 22.44
Core 2400 MHz (Usage: 2.21
Core 2400 MHz (Usage: 1.71
Core 2400 MHz (Usage: 1.38
Core 7: 2400 MHz (Usage: 1.20
. and 4 more cores

o° o°
o o o o

o U WN R

o°

o°

MEMORY INFORMATION

Total Memory: 24.00 GB
Used Memory: 23.85 GB
Free Memory: 0.15 GB
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Memory Usage: 99.39%
Available Memory: 0.61%

PROCESS MEMORY USAGE

RSS (Resident Set Size): 356.97 MB
Heap Total: 58.06 MB

Heap Used: 51.06 MB

External: 37.68 MB

RUNTIME ENVIRONMENT

APPLICATION RUNTIME

Node.js Version: v22.22.1

V8 Engine Version: 14.2.231.22-electron.®
UV Version: 1.51.0

Zlib Version: 1.3.1

OpenSSL Version: 0.0.0

ICU Version: 74.2

Electron Version: 39.8.10

Chrome Version: 142.0.7444.265

PROCESS INFORMATION

Process ID: 7791

Parent Process ID: 1

Process Title: /Applications/CERTO.app/Contents/Mac0S/CERTO
Process Uptime: 19m 46s

System Uptime: 5h 37m 28s

Load Average: 3.60, 2.95, 3.52

Executable Path: /Applications/CERTO0.app/Contents/Mac0S/CERTO

ENVIRONMENT VARIABLES

USER: giovannicarrieri
HOME: ~
SHELL: /bin/zsh

NETWORK CONFIGURATION

INTERFACE: 100
Address Family: IPv4
IP Address: 127.0.0.1
Netmask: 255.0.0.0
MAC Address: 00:00:00:00:00:00
Internal: Yes

Address Family: IPv6

IP Address: ::1

Netmask: ffff:iffffiffffiffff:iffffiffff:ffff:ffff
MAC Address: 00:00:00:00:00:00

Internal: Yes

Scope ID: @

Address Family: IPv6

IP Address: fe80::1

Netmask: ffff:ffff:ffff:ffff::
MAC Address: 00:00:00:00:00:00
Internal: Yes

Scope ID: 1

INTERFACE: en7

Address Family: IPv6
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IP Address: fe80::1c44:elca:ae9f:3457
Netmask: ffff:ffff:ffff:ffff::

MAC Address: d8:ec:5e:bc:d7:8b
Internal: No

Scope ID: 11

Address Family: IPv6

IP Address: fdb2:461b:4549:5c20:41f:1bde:e350:31e9
Netmask: ffff:ffff:ffff:ffff::

MAC Address: d8:ec:5e:bc:d7:8b

Internal: No

Scope ID: @

Address Family: IPv4

IP Address: 192.168.1.20
Netmask: 255.255.255.0

MAC Address: d8:ec:5e:bc:d7:8b
Internal: No

INTERFACE: utun@
Address Family: IPv6
IP Address: fe80::f996:762:85c9:c67e
Netmask: ffff:ffff:ffff:ffff::
MAC Address: 00:00:00:00:00:00
Internal: No
Scope ID: 20

INTERFACE: enl
Address Family: IPv6
IP Address: fe80::18d1:824d:42al:chf6
Netmask: ffff:ffff:ffff:ffff::
MAC Address: 2a:60:08:ef:68:ab
Internal: No
Scope ID: 16

Address Family: IPv6

IP Address: fdb2:461b:4549:5c20:1c37:af3b:c6cc:bed4
Netmask: ffff:ffff:ffff:ffff::

MAC Address: 2a:60:08:ef:68:ab

Internal: No

Scope ID: @

Address Family: IPv4

IP Address: 192.168.1.79
Netmask: 255.255.255.0

MAC Address: 2a:60:08:ef:68:ab
Internal: No

INTERFACE: utunl
Address Family: IPv6
IP Address: fe80::e318:b403:a21e:b683
Netmask: ffff:ffff:ffff:ffff::
MAC Address: 00:00:00:00:00:00
Internal: No
Scope ID: 21

INTERFACE: awdl0
Address Family: IPv6
IP Address: fe80::f8e3:f4ff:fe58:b758
Netmask: ffff:ffff:ffff:ffff::
MAC Address: fa:e3:f4:58:b7:58
Internal: No
Scope ID: 17

INTERFACE: 11w0@
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Address Family: IPv6

IP Address: fe80::f8e3:f4ff:fe58:b758
Netmask: ffff:ffff:ffff:ffff::

MAC Address: fa:e3:f4:58:b7:58
Internal: No

Scope ID: 18

INTERFACE: utun2
Address Family: IPv6
IP Address: fe80@::cad6:387b:fd03:956e
Netmask: ffff:ffff:ffff:ffff::
MAC Address: 00:00:00:00:00:00
Internal: No
Scope ID: 22

INTERFACE: utun3
Address Family: IPv6
IP Address: fe8@::ce8l:blc:bd2c:69e
Netmask: ffff:ffff:ffff:ffff::
MAC Address: 00:00:00:00:00:00
Internal: No
Scope ID: 23

INTERFACE: utun4
Address Family: IPv6
IP Address: fe80::25c5:b02a:96dc:da8d
Netmask: ffff:ffff:ffff:ffff::
MAC Address: 00:00:00:00:00:00
Internal: No
Scope ID: 25

INTERFACE: utun5

Address Family: IPv6

IP Address: fe80::3ca7:2ba8:cd0e:169d
Netmask: ffff:ffff:ffff:ffff::

MAC Address: 00:00:00:00:00:00
Internal: No

Scope ID: 26

INTERFACE: utun6

[...content truncated for the PDF, refer to the original file...]

| ¥ Acquired File Inventory
Complete list of files generated during the forensic acquisition with their integrity hashes (MD5, SHA1, SHA256, SHA512).

ACQUISITION FILE

logs/acquisition-log.at-report.txt

42.92 Kb

MD5 f6c3fdd1bf8025e6554b822b3db69187

SHA1 620bad9ca88f59fd9a654a1bad4022 311714302

SHA256  1de4b782e8e9216623dedb365dde8e3c06834861b8095ee8ec9clc88b5ffaded

SHA512  8cd53ab444338d6f7764327757269620e641fe6edfbe555383026F97129c7be73c4d26020ea30b160b05e8af000f439abf@8de85b7f4bl8ac7azbe2
7cf@cc227
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HTML CODE

resources/site-structure/certo.acquisizioniforensi.com/dom-snapshot.html

6.63 Kb

MD5 1bd73b0e15085b1984dabd@276f115af

SHAL b2a4954558f39f4d27940ca3c83c@cSbalfef19d

SHA256  37b0f0311ed5361cf453642a5956a9ae8c59baa@d9335e9c162d99ee9f5791ed

SHA512  3f5d1b@1c22005ed489bb808f879928e76df6cOf5f437599482045783962578bbb47e8b7a182bc322f60b6184188d24a3f326e07411eld6f60eb56f
c03d752e9

HTTP HEADERS

network/http-headers.txt

1.59 Kb

MD5 c0219fb97f9cbf3287b71055e5ecd699

SHAl 98b383873330300a3c521a766acbe768a2e244d8

SHA256  779026c5e07497e189e12a5c24dd4cb9bcb6594add3617ee@21fbe53622eb373

SHA512  fllddd74efc725df5c@cb5cfc27246876bf39001923e1670ed126e8e880e1fb835518e92bal3eb939c43d31934394ded50bb@b12b78629149e3334b
4fe48lled

EXTRACTED LINKS

reports/links.txt

912 Bytes

MD5 €7194d60987d391d9d80b72fda510e28

SHA1 dce71235e6d9f1b76568ff5cb271c3df063b2674

SHA256  4cbfed9dc2ad8f48df2cb658ab40a2d7064e80e71a@c@ladcab84feff8dadebb

SHA512  12044d0570495b73d456e353ea814e4f7f6b6abacf8d95480b9a185d17fc41984b6dcbf8c3725867eebla88c34c05540ae254f5c3d5b0c5e020bdc8
799e1f86d

COOKIES

reports/cookies.txt

1.03 Kb

MD5 dc84a6ff97328156200e143bfb132043

SHA1 0Obeeb5633228e61008c86d189ef540f32edde2l

SHA256  008fa553471759b2e212aa834d13b7f4b6bf@92decb@d77bf2db9d71f0dd696f

SHA512  835995b42ad525807969a8a0@balb32f1a3e69b23cf71bb8d7b22ee3601e58fcba55ffe72388029b0b1721c64fda242f448d8874e003e32209430c6
b@eaba®5d

HAR NETWORK ARCHIVE

network/network.har

30.86 Kb

MD5 73429eb813205876a9c82e80d30e2653

SHAl Qe73be45366al11a0ca93aa44fec284c6fd262862

SHA256  256f6b0@70b275ea9730c7ed501046c274f03af 7e1b@42f76f4c7d1lael529873f

SHA512  a8b51572bea7a5ac85e9740bfbeba4f7d5638a3921398d8125318353bf78ee100544a66e5daa%603dbfcd118f52cflaea8d3la2e4e425455080ac76
fae940690
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DNS QUERY

network/dns-lookup.txt

232 Bytes

MD5 66c2b1155edb3c8621df4d37d4825c8b
SHAL 0626651477514974bd93778ba35a7616709200e
SHA256  d83c7a86b533e2def656e@d7712c1797357a7d854e7b34ee49a83e515cadb447

SHA512  73511383¢9a3c7d9793e6be3a48d674b118c20130bef333d7eb346b4fd14077c9ab5b5207a11c14da8f551e229a4cfeda@272408dbfcb24b3fb78d1
7fe8c2a68

VIDEO RECORDING

evidence/video/recording_2026-09-28T15-34-06-662Z.webm

4.19 Mb

MD5 e5ed33c4d3aa94f4bab6e32c276e0380
SHA1 5c650082f7ea27f4d1e@c@954dd79b1d372f0013
SHA256  711748ca40702a0a0af1348f3a38304c28161c83854550a039b28b8fae3bcbae

SHA512  bf6ba49e7c7444646ccd2eloaf@0864eaf2395c5fb@7485bdb4a57cb96cd8elfaca?bb7e5eb487fb146e36b3b9f84eddc@Sff74b41789ccl1b25b509
2fc8066ec

SCREENSHOTS

reports/screenshots.txt

6.71 Kb

MD5 5ac3454c82708eb647694b217bbf fbdb
SHA1 662f6b598376024174301cba9f861c4473a53da9
SHA256  81a14860b84b33aa25e060b525d19ee20a2cea962926c199e7b8e804b15ddfac

SHA512  Q2a6eld54e9ff47fc3ffc8eb50e17156bf5adc1d41542fa558dc9d99baaffb3fab4130daa9877f@ddcdbca7df@ce87eaea4439b6ad7d4fa5e30c3co
6501940b5

DOWNLOADED RESOURCES

reports/downloads.txt

11.31 Kb

MD5 d6ebcac@clb2a8f7282a0015addc22e8
SHA1l 404a0dd21048954d9715ff4217c377f07f5a8fc
SHA256  61f5f3effel34c3315acc8de9f410e4a737d7f33d66849a406bee674561abcad

SHA512  643e5b61cb2011158758d82db4f3e5ba%e66a30faef6d79ec81d098c1d6@df5c3186da4784010401dbcdfbfe7d959079bb001a7fc738c33d80c7bob
Seefc6322

SYSTEM INFORMATION

reports/system-info.txt

6.63 Kb

MD5 0c5felfb67325fde23959fa873213ae9
SHA1 25dd7f46040e792fc987db8c0094b14f27670c68
SHA256  9261308f58c47194b274958a8dc3e352ad42e@373eaeaf916be3fe73019f 039

SHA512  86ec4a3ce@1f445ae318f1dbb2f731f027f5b4dd851e07299ca98d6f9eabf7bdc@1a98602ed31e3050165d9fc39eafbcdd7e219cc17e02d1lbdab4af
9e6fc888b
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TRACEROUTE

network/traceroute.txt

1.02 Kb

MD5 c7ed502bec7e7a56ff6f@falef518bc4

SHAL 767f41bcc9edc59011cc94b0aab4f470231eb31c

SHA256  240442f340439dea2e8cef7cdb4c3c4ebc@8b25a008d63ff29af62aebff4c671

SHA512  a66af6359b6bff72e38fe7fc662dbf83a3378f8de9b4159eaedaf4e64bf@f89385b497b38118c61c2432e5388cd062f62f566b8b087d08a722f0ed?
38c369559

WHOIS

network/whois.txt

873 Bytes

MD5 8515c7ec8bd117ae4236dc3d394b03d1
SHA1 50d0b608852e87d2990043df4e286delcad7318f
SHA256  af4bbe6d4@ccOf76c450ce4folelfed7dbda99b86e01877059e218e87664fc92

SHA512  43045134780e9c554aec5d8fb448195d66ed92243fdace5806cf5e7aldl2eeea688a9735144c439f0fb72253f79c08898510d770ab5a00e060841e08
b4b74ec2f

SSL/TLS CERTIFICATES

tis/ssl.txt

1.54 Kb

MD5 431756e8c815c46893620c8540calecc
SHA1 8f015841a313988efd@8aeb2e4b7766e14fcd167
SHA256  8led2384d2efcba8064a84205ea52794bdc66c7476256eaal1254d4f74e550256

SHA512  4f95315000452104d185cf9b81f829633252424dd0b6aad2776e68e9568023ebbe75ade83b1461914ff8efc26dcd7f2a3cf22a32cb0d791d@7ad185
c8cedbcd

SSL/TLS CERTIFICATES SUMMARY

tis/ssl.txt
1.54 Kb
MD5 431756e8c815c46893620c8540calecc

SHAl 8f015841a313988efd@8aeb2e4b7766e14fcd167
SHA256  8led2384d2efcba8064a84205ea52794bdc66c7476256eaa1254d4f74e550256

SHA512  4f95315000452104d185cf9b81f829633252424dd0b6aad2776e68e9568023ebbe75ade83b1461914ff8efc26dcd7f2a3cf22a32cb0d791d@7ad185
c8cedbcd

tis/certificates/certo.acquisizioniforensi.com-ssl-ca-3.crt (Domain: certo.acquisizioniforensi.com)
1.56 Kb

MD5 631edc349f55429c4abc9ceccaflcSda

SHAL 80af2dde@65d356f51ad450f100f7524b084bc7c

SHA256  4dadd67f1de699b79466b1e672187e6caef5edfdab4404d649ad8188alb2d9al

SHA512  f845abec9558949a7eb9bb0462b635f518f@bfb2d050128e86f3a5c21ea5922bodc251f8e9cea7clffI5e4dbce764cd9dad58842827477a1add5408
cf5eae58e
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tis/certificates/certo.acquisizioniforensi.com-ssl-ca-4.crt (Domain: certo.acquisizioniforensi.com)
1.89 Kb

MD5 118ecd744d864b32ffdb48b2e29f1d7f

SHA1 4de9627fe9acedacce27eaalad837cd3db55704b

SHA256  22b557a27055b33606b6559f37703928d3e4ad79f110b407d04986e1843543d1

SHA512  b819e7965412dbeecc6417b1e57356d9b10e8e2feb@db1165947e7e1b7d882de226afb8457475f51073930981d902c71405500cadb6f6lbd2acbcas
d8c7cclf4

tis/certificates/certo.acquisizioniforensi.com-ssl-intermediate.crt (Domain: certo.acquisizioniforensi.com)
944 Bytes

MD5 0219dc33c83dd130f3cb543c19dc9f66

SHAL 2390ec3f597a48a8dd034f02f9bbb310d853804c

SHA256  a1809226d01dblae8df803a73a31a97330a924e3059c42b4be599449c43c5119

SHA512  b501a9f44f7fdcb5472d40c7869e1631fd5420fd8234a134b660f490c9342f8a43cad765c8f21764de31f9e302568d15988341eccbal71d8blfd75e
19af49ce6

tis/certificates/certo.acquisizioniforensi.com-ssl-leaf.crt (Domain: certo.acquisizioniforensi.com)
1.30 Kb

MD5 217a8b42127d340bfb0@1a52479c6a453
SHAL 46f11d505f4ec27a3balc@@5bf97ea6f8d593375
SHA256  9b2cd775506f4f988e4f5fdfe63c286ed3dcd4f93888b67b313609d0903ee330

SHA512  6767cb317c6bb93219adb1f4993a1e716654ee48c3felcf5713c5619ccda58bb960@cfa498abd5fedb3e8905bcofc32a741197ee612b32e1827c4fb7
66525c68a

tis/certificates/certo.acquisizioniforensi.com-ssl-root.crt (Domain: certo.acquisizioniforensi.com)
981 Bytes

MD5 b@35ba33898506a862b70f cad8@52d7

SHA1 b014212314de900906b27522a80b245f7fc5676d

SHA256  2681e97e939cab7cde4fadldc733fc7c99e39a203190e8f298e1c02ab431ble9

SHA512  3828bdfed624db29d2cf337f054b3b58c31f6d6018123dae@fb96402a1d314320578b8257e973d8681375ad841617e300520c0e9173262132158d48
854037628

tis/certificates/certo.acquisizioniforensi.com_51fc280e.crt (Domain: certo.acquisizioniforensi.com)
1.30 Kb

MD5 3a275elbf3e8a430362febe4dfddeca3

SHAl 22f9e54ace80df@aac6f4731b83cf4a6f916636b

SHA256  381d20d36ca97dadb4e2aa@c96e167906b31a3f3ab4cObBa2de21e84c36ce269

SHA512  ¢5fac7653f4cf2f69fb93782d19288213b98a2285e836367981566c386a4ae9c61c7f768beaf3766023bd929611dbc8220533db6alca8lof5c574a4
8cffo54df

tis/certificates/certo.acquisizioniforensi.com_51fc280e_chain.crt (Domain: certo.acquisizioniforensi.com)

6.63 Kb

MD5 73e@ca5fcdd2d10ffbcb834cebf239da
SHA1 28f237ee425f0406a419351eef54fdd44ce5al5d
SHA256  2f894e91124fel1898ad710c2e877ecd162348086831ff@3e7e7f350a5fb7acae

SHA512  313195620734789ba3b0c5d9c12fb060e@18176e26155040b00a23e81c0920f fd694d45a6b83a3131d7495fa75182cal8e34a5d666529b3b7752d2b
e84643fc6
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USER INTERACTIONS REPORT

reports/interactions.txt

3.83 Kb

MD5 5545e543ba30975c5ff8alf411b3fe98
SHAL 2014d800275278a18fbd29024382fe673863e874
SHA256  654610170d1e88b5c1bb87e13ef5a02c51e777212117208c98849dc4d2b82e7b

SHA512  7002766202e74bfd3198b72cb4b497043ebb84c554cb0@8386ccaedacddcabe744ff25e253a65cace@8e5c5e918609c176e8521c2c765507193bfc83
4d89ed944

evidencel/interactions/user-interactions.json (Raw data)
12.29 Kb

MD5 1493065bbe@a%9ec951f35363b885da8e

SHAL 43ab385849f453e042832f95bedc@498d1d382c2

SHA256  87ac5f656f7bd478923a22bbdb1e81681088a69456f49de80fdle33248bab6fa

SHA512  ¢95224c@b71c9c154b1c3fd647f8694b2113917a9a91a2e45cc40bc726eabfe@8e92b8186469e961f7541415ccflel@5a109e2b5d78ee44b5549e87
7004bd079

WEB ARCHIVE (WACZ)

evidence/ReplayWebPage.wacz
1002.40 Kb

MD5 76ccd4f550111821b26deb3b7b20844d

SHA1 bddda2755645e4b5740a67b8265cbf230dcd603d

SHA256  61e6c906ee5bldbd91ed65db7287a6cf0527436cfe9831a8941114922e81768b

SHA512  ¢53a2cc04b6dd0a94d3e4608cfc8422ba@431405b1c32d8643094e5ac2dd8204c5a14b99da439fa8be@d91b9ed9c9a30e8337490c6918df0@1db761c
8d39ac507

evidence/video-resources/video_completo_1.mp4
496.64 Kb

MD5 2034800466021368eb4ea749a3cca821

SHA1 4337cbb12311cdfc79ddbdc2125¢c4375bed1b92e

SHA256  0817cc7f@6c1782289bd234a7fefbac2299ba7aa33b2247eeb57d765c2534dd1

SHA512  5def33f2374a188457876bd12bd61e70908269e37d2fd6f78d1d4c2ead4020edc897c11e72801d84dfac@1944d3253bc37587d176af5553bcd72d59
ad@7d70ac

7 Acquisition Log (excerpt)

Excerpt of the chronological acquisition log. The complete acquisition-log. txt file (992 lines) is included in the archive.

C.E.R.T.0. — Certification and Online Trace Collection — AcquisizioniForensi.it

FORENSIC ACQUISITION LOG

Acquisition ID: 2e089745-bd9e-4561-9e3d-1696768504d0
Start Time: 2026-09-28T15:34:02.543Z

System: darwin armé4

App Version: 3.3.1

LOG ENTRIES

Format: [TIMESTAMP] [RELATIVE_TIME] [CATEGORY] [ACTION] Details
Metadata displayed as JSON when present
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[2026-09-28T15:34:02.5437Z] [+@0ms] [SYSTEM] [ACQUISITION_START] Acquisition initialized with ID: 2e089745-bd9e-4561-9e3d-
1696768504d0

[2026-09-28T15:34:02.5447] [+1ms] [SYSTEM] [ACQUISITION_INITIALIZED] Starting acquisition for URL:
https://certo.acquisizioniforensi.com/demo/

Metadata: {

"service": "AcquisitionService"

b

[2026-09-28T15:34:02.545Z] [+2ms] [SYSTEM] [SERVICES_CREATED] All services created successfully
Metadata: {
"service": "AcquisitionService"

I

[2026-09-28T15:34:02.545Z] [+2ms] [SYSTEM] [SERVICES_INITIALIZING] Initializing all services
Metadata: {
"service": "AcquisitionService"

b

[2026-09-28T15:34:02.544Z] [+1ms] [SYSTEM] [SERVICES_INITIALIZATION] Creating acquisition services
Metadata: {
"service": "AcquisitionService"

b

[...922 lines omitted...]

"sha256": "0817cc7f06c1782289bd234a7fef6ac2299ba7aa33b2247eeb57d765c2534dd1"
"hashTimestamp": '"2026-09-28T15:34:49.4672"
}

[2026-09-28T15:34:50.278Z] [+47735ms] [INTEGRITY] [FILE_HASH] Final HTML DOM snapshot — SHA-256:
37b0f0311ed5361cf453642a5956a%9ae8c59baadd9335e9c162d99ee9f5791ed
Metadata: {
"file": "dom-snapshot.html",
"path": "resources/site-structure/certo.acquisizioniforensi.com/dom-snapshot.html",
"bag_path": '"resources/site-structure/certo.acquisizioniforensi.com/dom-snapshot.html"
"'size": 6787,
"sha256": "37b0f0311ed5361cf453642a5956a9ae8c59baadd9335e9c162d99ee9f5791ed",
"hashTimestamp": "2026-09-28T15:34:50.278Z"
}

[2026-09-28T15:34:50.940Z] [+48397ms] [INTEGRITY] [FILE_HASH] WACZ archive - SHA-256:
61e6c906ee5b1dbd91ed65db7287a6cf0527436cfe9831a8941114922e81768b

Metadata: {

"file": "ReplayWebPage.wacz",

"path": "ReplayWebPage.wacz",

"bag_path": "evidence/ReplayWebPage.wacz",

"size'": 1026457,

"sha256": "61e6c906ee5b1dbd91ed65db7287a6cf0527436cfe9831a8941114922e81768b"

"hashTimestamp": '"2026-09-28T15:34:50.940Z"

}

[2026-09-28T15:34:50.940Z] [+48397ms] [SYSTEM] [PHASE_6_START] Generating final report
Metadata: {
"service": "AcquisitionService"

b
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This document was automatically generated by the C.E.R.T.O. software by AcquisizioniForensi.it. The integrity of the
acquired files can be verified by comparing the hashes reported in this report with those computed on the original files.
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